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Figure 1. Overview oDeshredder (Left) original document; (Middle) Document shreds to be recoongtiand preview of matchings
identi ed by Deshredder(Right) image reconstructed from the shredded pieces. Some panes glure courtesy of [1].

ABSTRACT user interfaces (GUI)

Reconstruction of shredded documents remains a signi cant chali—
lenge. Creating a better document reconstruction system enables fot NTRODUCTION

just recovery of information accidentally lost but also understandPutting back shredded pieces of documents into a whole is an im-
ing our limitations against adversaries' attempts to gain access frtant problem in many domains, such as intelligence, security in-
information. Existing approaches to reconstructing shredded docfermatics, health informatics, and insurance claim analysis. Engi-
ments adopt either a predominantly manual (e.g., crowd-sourcing) aeering a better document reconstruction system enables not just re-
a near automatic approach. We descileshreddera visual ana- covery of information accidentally lost but also understanding our
lytic approach that scales well and effectively incorporates user inplitnitations against adversaries' attempts to gain access to informa-
to direct the reconstruction proce&eshredderepresents shredded tion. Because signi cant domain knowledge can be exploited in the
pieces as time series and uses nearest neighbor matching technigueg®snstruction process, human input is crucial. At the same time, the
that enable matching both the contours of shredded pieces as wsdlale at which shreds have to be processed necessitates automated
as the content of shreds themselves. More importaBtgshred- algorithmic support. It is hence natural to view deshredding as a
ders interface support visual analytics through user interaction witlvisual analytics problem where human judgment and automated al-
similarity matrices as well as higher level assembly through morgorithmic assistance can be fruitfully combined.

complex stitching functions. We identify a functional task taxonomy However, designing a semi-automatic deshredding system is quite
leading to design considerations for constructing deshredding sola-challenge. A range of research problems manifest, from the need to
tions, and describe ho®eshredderapplies to problems from the address imperfections caused by the actual shredding process, to de
DARPA Shredder Challenge through expert evaluations. signing best algorithmic strategies for matching shreds, to supporting
Index Terms: 1.7.5 [Document and Text Processing]: Document"OV€! Problem solving strategies for human users. The span of back-
Capture—Graphics recognition and interpretation: 1.4.7 [Image Prdrounds frr]c_)m which techniques ha\(/je to be drawn is also broad: im-
cessing and Computer Vistion]: Feature Representation—: H.5 [I29€ matching, computer vision, and picture reconstruction, to name

; SN - - a few. Here, we present a systematic pipeline of processing stages
formation Interfaces and Presentation]: User Interfaces Graiphlcgk,jlt address practical issues in analyzing shredded pieces and also

provides signi cant leverage to users in directing the reconstruction

e-mail: pabutler@vt.edu process.
Te-mail:prithwi@vt.edu We presenDeshredder a visual analytic framework for recon-
*e-mail:naren@cs.vt.edu structing shredded documents. Our speci ¢ contributions are:

1. A novel time series approach to represent shreds that enable
matching both the contours of shredded pieces as well as the
content of shreds themselves.



2. Interfaces that support both matching shreds through interac-  Visual analytic frameworks: Deshredder.

through more complex stitching functions. *UCSD'.

3. Evaluations with two expert users that successfully illustrate
both the capabilities obeshredderand also reveal different
problem solving strategies of users.

In our visual analytic approach, we emphasize automated algo-
rithms for shred matching, the interactivity enabled by users to cri-
tique matches, and most importantly the ability to incorporate user
2 BACKGROUND AND DESIGN CONSIDERATIONS feedback to improve the reconstruction process. Itis this closed loop
21 DARPA Shredder Challenge framework that sets Deshredder apart from the other solutions above
: 9 A functional taxonomy of tasks that must be supported by a vi-
The DARPA Shredder Challenge [1] can be credited with the resual analytic solution involves four aspects as shown in Table 1.
cent spurt of interest in the deshredding problem. This was a conteShreds can be represented in numerous ways that emphasize the
where participants were required to re-assemble ve sets of shreddéshtures crucial for effective matching. Deshredder uses a time se-
documents, with increasing levels of dif culty, and answer speci cries representation that aids in identifying matches quickly with low
questions that pertain to the contents of the documents. Differeahderlying computational complexity. Second, we must decide on
teams adopted widely varying strategies and it is instructive to rehe matching algorithm for comparing shreds and identifying nearest
view these strategies. Interaction with these winning teams enabl@gighbors; here we show how the use of the Chamfer distance mea-
us to understand the strategies of those that were placed rst, secostye enables us to expressively take multiple factors into account,
third, fth, and sixth (strategies of the fourth wasn't available.) including brightness, physical shape, and color. More importantly,
The winning solution (CAll Your Shreds Are Belong To U.S.") used it enables the ready incorporation of user feedback. Third, the strat-
a custom-coded computer vision algorithm that suggested fragmesgy for shred assembly can be automated to different levels. Here
pairings to human assemblers for veri cation [1]. Among other techwe demonstrate how the use of a similarity matrix visualization en-
niques, the team employed a scoring mechanism to evaluate thalsles a truly visual analytic approach that can incorporate user feed-
matching algorithm [10]. Also, the team found repeating patterns diack continually in the process to identify and discard bad matches.
yellow dots which, according to the team, were a characteristic dfhis enables the user to follow different strategies of interest in re-
the problem set and used the dots to guide the shred matching stagenstructing documents, e.g., ‘go for the low hanging fruit rst'
Similar ideas were adopted by the second (‘'Shroddon’), thirdi.e., identify easy matches and rule out other fragments based on
(‘wasabi’) and fth (‘mmbd’) placed teams. The 'Shroddon' teamthese matches) or a ‘toddler approach'’ (i.e., identify random matches
also noted that the shredders can shear the papers in depth, and usgdss the board and then piece them together). Finally, higher-level
this information in their nal solution [10]. In addition the team functions are crucial as the number of shreds increases. We demon-
searched for the most probable character that can follow the set sifate the use of features such as constraint propagation, and state
characters recognized by the human eye, during the process df shegpture and reuse, to enable the creation of more complex problem
assembly, through dictionary search. The "wasabi' team [20] ensolving strategies.
ployed a number of computer vision algorithms such as image ro- A comparison of Deshredder with other systems alongside some
tations, trimming, and computed similarity matrices between shredsystem features is given in Table 2.
based on a few simplifying assumptions. These matrices were based

on line connections, edge similarity, color similarity, and pen con-  Table 1: Functional taxonomy of the deshredding process.

nections. For the initial puzzle sets, the pieces were assembled using Shred representation — How are shreds represented?
picture editing software (e.g., gimp). However, according to [20] a image representations
custom assembly tool was used for the latter problems. time series
An interactive query based system was used by the ‘mmbd’ Matching algorithm - How are shreds matched?
team [14]. According to their public webpage [14], this team used OCR tags
features such as line connectivity and stroke connectivity as the ba- pen connectivity
sis to connect shreds. A Google Drawing powered interactive frame- stroke continuity
work was next used where best possible matches for the pieces were Chamfer distance
presented for perusal and selection by the user. Assembly — How are shreds assembled?
The sixth team (UCSD') adopted a crowdsourcing approach [7] Manual assembly _
that was effective at solving the rst few problems. This team was Similarity matrix interaction
plagued by player fraudulence and the designers had to implementa | Work ow tools — Higher-level reconstruction
new security feature to qualify users. Constraint propagation
State capture and reuse

2.2 Commercial Tools

The eld of commercially available tools to address the deshreddin
problem is surprisingly sparse. To the best of our knowledge, onlg RELATED WORK

one system exists, vizUnshredder{18]. Unshredder is primarily The design oDeshreddedraws upon work from many related back-
targeted at traditional shredding, while our approach is applicablgrounds, which we survey below.

to cross-cut shredding (traditional shredding cuts in one directioff;omputer Vision: Stitching images together based on overlapping
whereas cross-cut shredding yields parallelogram-shaped piecg€gions, i.e., panoramic stitching, is a well studied problem in the
From the limited information available online, this approach makesld of computer vision [21, 8, 3]. One of the seminal works in
most of its matches using computer vision algorithms, offering limthis eld is attributed to Lowe [17]. This paper proposed SIFT (scale
ited opportunities for user interaction. However, multiple users haviavariant feature transform), an algorithm to detect and describe lo-

the ability to collaborate in solving a deshredding problem. cal features of images, which has become one of the mainstays of
) major image stitching algorithms. SIFT has been used by Brown et
2.3 Functional Task Taxonomy al. [6] for automatic panoramic stitching. In 2006, Ward [32] pre-

Before we introduce our Deshredder approach, it is helpful to casented a HDR-photography stitching algorithm and in 2010 Xiong et
the above deshredding solutions along an axis that emphasizes &le[35] presented a mobile and faster panoramic stitching method.
‘mixing' between automated analysis and human/visual input: A good review of the major stitching algorithms can be found in
) Woeste [33]. A key lesson from these works is the choice of feature
Near-automated solutions: Unshredder. representation and their capabilities for supporting rapid and accu-
Backend analysis with visual front-ends: "All Your Shreds Arerate stitching. In our work, signi cant knowledge exists in the de-
Belong To U.S.', "'wasabi' and "'mmbd'. tailed shapes and content of pieces which are often non-overlapping



Table 2: Comparative analysis of capabilities of various deshreddirright side of the shreds, respectively, and closely follows the relevant
algorithms contours of the raw shreds as shown in Figure 2. Using a perfectly
vertical line as reference, the time series captures the distance of the

< shred boundary from the vertical line. Subsequently, the time se-
ﬁg,)- ries are used to compute different similarity metrics between shreds
5 5 £D which in turn form the basis of the assembly process.
ke ke (Ke]
? |3 5513 |w |a
= < 25 | 3 2 7}
3 2 =% | S E Q
Criteria a S <m | 3 £ >
Cross-Cut Yes No Yes Yes Yes Yes
Shreds
User Collabo-|| Yes Yes No N/A N/A Yes
ration
Algorithmic Yes Yes Yes Yes Yes No
Support for
matching
Visual Analyt- || Yes No No No No No
ics
Applicable to || Yes Yes Yes Yes Yes No
Sensitive Data

and hence we focus on capturing them in a suitable time series repre-
sentation. There have been several preliminary attempts at academic
solutions to document reconstruction, however they either deal with
large pieces [9, 25, 29], non-cross cut shreds [19], or they tproe

vide user guided iterative machine learning techniques [23]. Some
other approaches can be found in [15, 22, 26, 28, 30] . . . . . .
Motif Mining and Time Series Modeling: Concurrent to advance- 42 Visualizing and Interacting with Similarity Matrices

ments in image processing tools, there have been extensive resed@ste of the basic interfaces available in Deshredder is the similarity
in representing images through 1-dimensional time series and minimgatrix interaction capability (e.g., see Fig. 4 (A)), which provides a
motifs from these time series in order to match image objects [4, 11high level overview of the best matches between all pairs of shreds
These methods work with image boundaries in general and hence @ssuming all possible orientations). It enables the user to spot pat-
not require overlapping regions to compare two images. Keogh &trns that occur over large sets. One such useful pattern occurs with
al [16] in 2006 detailed the process of converting a 2-D shape intblank or nearly blank pieces, which are composed of primarily the
a time series and matching two shapes based on the motifs discdackground color and therefore yield relatively good matches with
ered in these time series, allowing for rotations. Yankow et al [36inost other shreds. This can be seen by prominent rows and columns
and Xi et al. [34] extend this framework further to more complexof blue pixels in Figure 4 . The user can use this view to choose
scenarios of matching and similarity search. In 2007, Yankow et threshold ("Threshold' slider) of what equates to a good match,
al. [37] presented a uniform scaling approach to match differentlpnd then automatically discount any pieces that have too many good
scaled shapes. Rakthanmanon et al. [24] matched near duplicate mratches ("Max Positives' slider).

ures found in historical documents using a time series approach. Our

work is motivated by the above techniques but, as we will show, we

require signi cantly specialized pipelines to accommodate shredded

documents.

Similarity matrix interaction and visualization: Similarity matri-

ces are the underlying basis for many data mining and visual analytic

algorithms, e.qg., clustering [13]. There is signi cant work on matrix

visualization and interaction, in general (e.g., [27]) and similarity

matrix visualization, in particular (e.g., [31]). Much of these works

are focused around problems like social network analysis, bioinfor-

matics, and network traf c. Here, we demonstrate the use of sim-

ilarity matrix visualization and interaction as a primary mechanism

for users to understand the landscape of possible shred matches and

how they can systematically prune this space to identify key shreds

that can (or cannot) form important segments in the reconstructed

image.

Figure 2: Extraction of left and right time series from a shred.

4 OVERVIEW Figure 3: Four possible orientations between two shredded pieces.
We introduceDeshreddelby identifying three of its salient themes.

4.1 Representing Shapes as Time Series 4.3 Constraint Propagation via User Interaction

The rst step inDeshreddelis to process the individual shreds and Constraint propagation is an important tool for reducing the number
extract two time series from each of these shreds. Although it mighttf possible matches to the user. During the process of reconstructing
appear unconventional to represent fragments as time series, asdoecuments in the physical world humans employ constraint propaga-
troduced in the related work section there is precedence for suchtian in order to reduce the number of choices remaining. Deshredder
representation and it provides signi cant bene ts in matching as wautomatically employs several forms of constraint propagation. The
shall see. The two extracted time series correspond to the left andt is enabled when a user matches all possible spaces along a single



piece's side. Deshredder then knows not to show any further matches
that include the “used side' of that piece. Deshredder is also aware
of orientation possibilities (see Fig. 3). Once a match is identi ed,
Deshredder will remove from consideration other candidate matches
whose orientations do not align with the identi ed match(es). Fur-
thermore if a user matches an unoriented piece with an oriented piece
it propagates the orientation information to the unannotated piece,
leading to a cascade of simpli cations, that often results in a signi -
cant reduction to the number of matches that a user must consider.

4.4 Example work ow

An example of a typical work ow of a user is provided in Figure 4.

A user's attention typically focuses on only a few shreds. At the
start, it is important to be able to quickly sort through the dif cult

or uninteresting pieces to nd the easiest pieces to match — this is
analogous to focusing rst on the border pieces in a jigsaw puzzle.
In step A of Fig. 4 the user is presented with all possible matches
and a visualization of the similarity matrix with known constraints
resulting from the chosen match algorithm. As mentioned before,
one of the largest sources of false positives is due to the presence of
blank pieces that are seemingly good matches to many other pieces.
In Deshredder, the user can observe these pieces as creating long
rows and columns of blue pixels in the visualization. The user sets
the threshold slider and the max positives slider to rst decide what
makes a good match and then discounts any piece that matches with
too many other pieces. In step B, we see the results of discount-
ing these pieces in the similarity matrix, where invalid matches are
marked in black and the corresponding matches shown in red. In
step C, the user annotates the orientation of several pieces, which
has the result of updating the constraints (notice the greater presence
of black lines in the similarity matrix view). When the orientations

of both pieces in a possible match are known, it allows us to remove
two out of four possible matches between the two shreds (see Fig. 3).
(When the orientation as well as the match is con rmed, it allows us
to remove three out of the four possible matches.) These prunings
enable the removal of displayed matches that have incompatible ori-
entations. this removes one of the matches displayed because the
match represents two pieces with incompatible orientations. In step
D, the user con rms two matches which involve the right side of the
shred containing "V'. This further constrains any matches that might
aim to match that side of the shred, but not ones that use the left side
of that shred. Furthermore, the orientation annotation is propagated
to matched pieces, which again reduces the number of pieces under
consideration. In step E, the user con rms two more matches which
again propagate their orientations to other pieces, as well as serving
to remove matches that overlap the con rmed matches. In step F,
the user returns to the overview display to observe the fruit of his
interactions.

5 DESHREDDER IN DETAIL

The overall algorithmic pipeline dbeshreddeis given in Figure 5.

Deshreddettakes as input a single image containing all the shreds

from the original document. Then using computer vision algorithms

outlined below we separate each shred into a single image, and apply

a straightening algorithm to guarantee that each shred has a known

orientation. Next, we apply a feature matching technique to nd

the best matches between each pairwise set of shreds. The features

can be based on shape, brightness, or a particular color. This in-

formation is then used in thBeshredderinterface where a user is

presented with the best of matches for a given shred, and visualiza-

tion of the similarity to see overall progress and to help weed out

unhelpful shreds. The user can then choose the correct matathes an

frther eliminate posslies by annolaing e shreds uh .S Gigure 4: An example Deshrecider session of nteracing with sim-
h o . : -~ llarity matrices and propagating identi ed matches to reconstruct a
information and performs constraint propagation to further ellmlnatghredded document

potential matches. If the users wishes, at any time they can change '

the features to match on, either focusing on a color using the color

selector or choosing shape, or brightness. These steps are repe@gd Segmentation, Filtering, and Straightening

until the original document is reconstructed. More details are proy, : : . .
X - 0 begin the reassembly, the rst step is to typically place all pieces
vided below. We now detail each of the stages below. face down on a scanner and then algorithmically separate them from



Figure 5: The pipeline of thBeshreddeialgorithm and user interface.

the background. A noise ltering step accounts for many shred deand V (y) respectively).

fects such as non-straight cuts, bleaching, tearing, and crumpling. o jmage that is well oriented should seek to minimize the aver-
This step involves discounting areas near the top and bottom of theye gistance between each edge pixel and a vertical line. Therefore
edges, and considering an average value of colors near the edgeq it ging the correct orientation for each shred we seek to nd the
account for degradations. optimumg  such that:

srrl
o1l

g =argminV(y) E)?
q

whereE is the average location of the vertical edge that we are trying
to orient (Note thaV (y) is implicitly a function ofq).

In Figure 7, we study the performance of this approach for Puz-
zle 1 of the DARPA Shredder Challenge. We can see that our ori-
entation approach performs with 2% error for the vast majority
of shreds; the greater errors are predominantly con ned to shreds
that are not completely separated from their neighbors. The visual
analytics approach described later brings in crucial user input that
alleviates some of these outlier cases.

11
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(@) (b)

Figure 6: Two methods for determining the correct shred orientation.
(a) Maximizing the number of edge pixels. (b) Minimizing the least
squares deviation of the edges of the shred. The arrows represent th
deviation from vertical.

If it is assumed that the shreds are cut into strips which are taller
than they are wider and relatively straight, pieces, there are several
simplifying assumptions to help determine the correct orientation.
One team (‘wasabi'; [20]) in the DARPA Challenge noted that in
a perfect rectangle, a correctly oriented shred will have a maximum
number of edge pixels oriented along a single vertical line. In prac-
tice, however, this is not the case because each piece is not perfectly
cut, some cuts can be slightly curved, some may have mangled cuts,
and these could lead to errors in using this metric. Instead we build
a vertical edge time series as mentioned earlier, in Fig. 2.

De nition 1. A Vertical Edge Time Seriess a time series W) in- : C Nietribg . :

dexed by row and gives the distance from the left-most or right-mogg;r;};éh?éztégugﬁglgnsga'ghtenmg errors for Puzzle 1 of the
pixel from a perfectly vertical line. For each shred there exists a ver- '

tical edge time series for the left and for the right-hand sideéyjV



5.2 Image Analysis

In matching two pieces together, there are several pieces of infor-
mation which are available in order to nd the optimum matches be-
tween them. The rst has already been discussed as a tool for nding
the correct orientations, viz. the shape of the vertical edges. This in-
formation is encoded as the vertical edge time series and used further
below. The second piece of information is the content of the shreds
themselves. This information is encoded in the Luma (a measure of
brightness) time series:

De nition 2. A Luma Time Seriess a time series {y) indexed by
row and gives the value of the Luma of the left-most or right-most (a) (b)
pixel of that row. For each shred there exists a Luma time series for

the left and for the right-hand sides, () and Ly (y) respectively).  rigure 9: Deshredder allows a user to guide the matching algorithm
Although the datasets we use here contain full color informatioto focus on a particular color in comparing shreds.
(and thus three channels of data, one for each primary color), we
have found that using Luma [12], de ned hs= :3R+ :59G+ :11B
was suf cient. can use a threshold slider to set the variability of colors to consider.
While both Luma and edge shape information exist for the top anDeshredder responds by highlighting the colors of interest and then
bottom edges, it is important to note that our algorithm focuses orerunning the matching algorithm in the background focusing on the
primarily the left and right edges. This is because the cross cut shrespeci ¢ colors chosen. In Figure 9b, conversely, the user wishes to
ding action creates large numbers of deformities on the cross-cutgatch against the black pen color; in response Deshredder highlights
and often mangle the top and bottom edges. Furthermore, becauke black pen strokes and focuses on matching the pen strokes as it
the top and bottom edges are much smaller, there is less informaticgruns the matching algorithm.
to match on and consequentially much harder to match effectively. )
Each of the two encoded data sources pose different advantage4 Matching Shreds
and disadvantages. The vertical edge time series, while extremely
useful for jigsaw style pieces that had exaggerated features in the

edges, did not by itself provide enough information to identify good g

matches. It resulted in false negatives when pieces were mangled
on one side of a cut but not on the other, or when both pieces were
mangled in different ways. Furthermore, false positives were aeate
as a result of cuts being too straight and thus matching every other
straight cut. The Luma time series, on the other hand, provides a
better source of data, but brought its own problems. The Luma chan-
nel allows for matching content but is susceptible to false positives
such as regularly spaced features e.g., the background lines dn rule
paper, as can be seen in Figure 6. Furthermore, the data provided by
the Luma channel is mostly discontinuous, as the features contained
in the shredded documents tend to be sharp and distinct. This means
that, in comparing two time series, near misses will generate as mugfyure 10: The process for converting an edge, rstto a Luma time
error as complete misses. series, then nding the edges, and nally creating a Chamfer distance
distribution. The red lines denote the locations of the features.

While being able to compare shreds based on their content and
their shape is useful it is still not suf cient to make good matches. In
order to make the best use of the information in the Luma channel,
we developed a nearest neighbor matching algorithm based upon the
notion of Chamfer similarity, described next.

For each side of each image we build a Luma time series, and from
this time series we use a simple one dimensional convolution kernel
with weights[ 1;0;1] to nd the edges along the Luma time series.
Next, we Iter the Luma time series and note the largest peaks in the
graph. to nd the largest such edges in the image and mark these as
our features. Finally, we build a Chamfer distance distribution which
denotes the distance of a pixel to the nearest feature. Figure 10 shows
each step of the process of building the Chamfer distance distribu-
tion [5]. After building a Chamfer distance distribution for each ver-

) . . . tical edge of the shred, we can then use these distributions to nd the
Figure 8: A sample Luma time series for the left- and right-handnost suitable match between two edges. Suitable matches are found
sides of the example shred. using the Chamfer similarity of two Chamfer distance distributions

¢1 andc, de ned as:
C1 C

5.3 Color Targeting ChamferSinicy; cz) = max(c; C1Cp Cp)

While by default the Deshredder feature matching algorithm ob- Here,c; andc; are distributions de ned over the common bound-
serves the luminosity of the shreds for points of interest to matchry of the shreds. The entries of these distributions denote distances
with, Deshredder also allows the user to lter out a speci ¢ color tofrom the nearest feature in the corresponding shogdc, denotes
match pieces against. For instance, in Figure 9a the user desiregtie scalar (dot) product of the vectors.

begin to match by the colored ruling on the page. The user then usesWe compute the Chamfer similarity four times for every pair of
an eye-dropper tool to select that color from an example piece arsthreds, once for every possible orientation (see Fig. 3). These sim-



algorithmic phase and helps organize them into a composite image.
We used a checkered background to provide contrast to the gaps in
the shreds. The framework can be broken down into a number of
interdependent processes which are explained below:

Match Selector: The matching facility is organized along two
columns. The rst column (called thparent columh helps the
user select a speci ¢ shred to be matched. The set of best matches

o o o o identi ed for this shred are presented as a stream of shreds in the
second column (called thehooser column Shreds other than the
Py one(s) being currently matched are grayed out. In the simplest

mode a user can select the most appropriate match frochtieser
column Figure 12(a) gives an example of this mode of operation.
In contrast, thédeshreddelalso provides an advanced mode, called
o o the long mode where the user can choose to view all the matches
as an ordered matrix . Example of such an operation is shown in
Figure 12(b). On one hand this mode enables the user to quickly
scan through all the possible matches to focus on an active shred in
@) (b) the parent column; at the same time it aids the user to be ef cient
about the match making process by providing semi non-serial access
tq the matches.Once the user is satis ed with a suggested match,
shreddeprovides the capability to store this match in a palette to
the right (as in Figure 12(c)) referred to as theonstruction palette

Figure 11: Examples of (a) good and (b) bad matches. The go
match has a Chamfer similarity value @80, while the bad match
as a similarity value of743.

Reconstruction Palette: The reconstruction palette provides a
number of functionalities to the user, including (1) the ability to
rotate the complete match, (2) drag either shred participating in
the match for ne tuning of the placement of the match, (3) drag
the entire match to another region of the reconstruction palette, (4)
delete the match, (5) zoom in/out of the reconstruction palette. We
now explain how each of these capabilities are organized into the
work ow of a deshredding session. Functionality (1) is required
because the alignment of the shreds can be inverted with respect to
other matches in the reconstruction palette. Regarding functionality
(2), giving the user the ability to ne tune the placement of the match
is an important design requirement as this places less stringency on
the alignment matching part of the algorithm. It also helps to better
incorporate user experience directly into the interface so that future
matches for a participating shred can be displayed from this modi ed
placement. An example of the user activating functionalities (1) and
(2) can be seen in Figure 12(d). As the user is traversing through the
stitching process, he/she may begin to develop some idea about the
relative placements of disconnected regions of matches developed
till that point of the time. Functionality (3) enables the user to
organize the matches in the reconstruction palette to represent these
ideas and accelerate the stitching process and an example can be
seen in Figure 12(e). Finally, any match chosen by the user need
not be the best when placed relative to other pieces and hence
functionality (4) enables the user to explore a number of matches
from thechooser columnvithout forcing the user to adopt stringent
requirements on the allowed number of trials. Functionality (5) is
perhaps one of the most important feature as the zoom in/out feature
allows the user to closely inspect a match by zooming in and also

Figure 12: Schematic of a stitching work ow usii¥eshredder(a) View the entire palette in a modestly-sized screen by zooming out

Basic layout of Ul; (b)-(e) One run in long mode and demonstrat(refer Figure 12(i,j).

ing reconstruction palettéeatures;(f)-(j) parallel run using more ad- . .

vanced features of theconstruction palett@and use of the@arent ~ Other Features: There are a few additional features we imple-

column (k) merging of two runs. The S|m||ar|ty matrix is a pop-up mented with respect to thﬂarent column Similar to the SImpIe

feature and not shown in the work ow. mode of thechooser the parent columrcan also be traversed one-
at-a-time in either direction. For each traversal, the active element is
changed and thehooserre ects the matches corresponding to this

ilarity values and the locations for the best similarity in each matcf/€ment. An advanced feature of this column is a “hide’ mode (Fig-
are recorded and compiled into the similarity matrix for performing'® 12(9)) in which the user can decide on a piece to be trivial and
a nearest neighbor search and presenting the best matches to the E? it from all the suggested matches in tfeoser columr{for

Figure 11 gives examples of good and bad matches as determined®ytn€ remaining matches in the current run). Further, in this col-
our approach. urhn one can rotate a piece and this state can be locked. This feature

was implemented as it took away the burden of trying to suggest ori-
6 STITCHING WORKFLOWS IN DESHREDDER entations from the user and instead enables the user recognize the
orientation most suitable to him/her (Figure 12(f)). Also, when the

The Deshredderinterface, at its core, provides an interactive active element in either thearentor thechoosercolumn matches a
approach for the user to explore the matches extracted from the



piece, already matched and saved in rieonstruction palettethe
pieces in the palette are highlighted(Figure 12(h)). Finally, we im-
plemented a state save-loader mechanism, whereby a user can save
his current state of the reconstruction palette and load it for future
runs. This is a very important feature as it enables the user to safely
keep track of the progress made and at the same time allows col-
laborative stitching with other users. This feature also opens up the
possibility of parallelism with respect to the user as a team can di-
vide up the pieces to be matched among themselves and which can
be merged at a later time (Figure 12(k).)

Aside from these feature®eshredderalso provides tools like @) (b)
color selector (Figure 9) and similarity matrix visualizer (Figure 4) _. ) o
which are designed to pop-out on user command. Figure 14: Expert user rejecting apparently good matches. (a) The

All of the above features can be used by a user any number $fords formed are meaningless, or (b) the words seem out of context.
times in a stitching session. One such sample run where the user is
able to reconstruct part of the document is shown in Figure 12 which
depicts all the functionalities being used to make the match.

7 RESULTS

We describe results of usirgeshreddeon Puzzle 1 of the DARPA
Shredder Challenge. From the image containing the shreds (Fig-

ure 1), 225 pieces were extracted for reconstruction. In the challenge @) (b) ©
some questions about the document were asked which could be an- o o
swered only after proper reconstruction [1]. Figure 15: Stitching strategy used by the Expert. (a) Stitching shreds

to a single region, (b) using the long mode while stitching the image
(c) avoiding matching an already matched piece

7.1 Expert1 Strategy

The knowledge discovery expert usually favored shreds that have
traces of handwriting in them rather than empty shreds of legal pad.
Nevertheless, apparently good matches (with respect to the contin-
uation of boundaries) were rejected by this user because the words
formed either did not make sense or appeared out of context. An
example run is shown in Figure 14. In (a), the words are evidently
meaningless and are rejected by the user although the boundaries
match quite nicely. In (b), a single 'D' appears in the text and hence
was rejected by the user as being an out-of-context match. In this re-
spect, an OCR subsystem to suggest words could be useful but may
add increased lag due to dictionary search.

In terms of “positive' strategies, once con dent of a particular
match, this expert usually chose to extend the matches to regions
by choosing the shred from tlehooser columras the newparent
column rather than nding disconnected groups of matches. Fur-
ther, while nding the matches, this expert usually chose to view the
best suggested matches for a shred by scrolling rapidly via keyboard

Figure 13: Performance of matching strategies in DARPA Shreddeptions. Based on the observations, the expert decided on whether
Challenge Puzzle 1 [1]. to look into such matches or move to the next shred. Some of the
aspects of th®eshreddersuch as the highlight feature, helped the

First, we outline some quantitative results to assess the effectivéXPert to keep track of the pieces and avoid spurious matches. lllus-
ness of our matching algorithms. For each edge, we considered Hftions of these behaviors are shown in Figure 15. The suggested
possible matches, and then compared where each correct match B@tching regions between two shreds were also in general accept-
curred in the ordered ranking for each edge. We used four ditferegPI€ and only 17 percent of time dragging a suggested match for a
evaluations for the matches: 1) Chamfer similarity, 2) the RMSE ofhore favorable boundary match was required.
the vertical edge time series of the match, 3) the RMSE of the Lu
time series of the match, and 4) a combination of 1) and 2). Of thesé;2 EXpert 2 Strategy
the combination metric worked the best. The graphical results of this contrast to the strategy of expert 1, the security expert employed
exercise are depicted in Figure 13. some subtly different ones. This expert really preferred certain fea

The Luma evaluation performed the worst because as statéares of theDeshreddersuch as the hiding mode by which he was
above, the discontinuous nature of the Luma time series function dable to hide blank shreds. Also the linear search seemed more ac-
creases the accuracy of the evaluation. Observing the behavior of tbeptable to this expert than theng mode This expert felt more
Chamfer+Vertical line we see that 50% of the correct matches witomfortable organizing his thoughts and looking into the details via
show up in the rst 20% of the recommendations, ideal for quickthesimple modeThe strategy employed was to match up via lines on
visual inspection by analysts. pages and then via words. The expert was also seeking distinguish-

Deshreddemwas then used by two experts to reconstruct the rsting features of the shreds to make the match. This expert suggested
puzzle from scratch. One expert was a trained knowledge discovespme features such as matching more than two pieces at a time and
professional. The second expert was a practicing professional in theorganizing the lines of the strip to retain every piece in the same
national security industry. We outline the overall strategies employearientation. The concept of the 'long mode' was appealing in princi-
by them respectively. ple, but practically rarely useful, to this expert.



8 DISCUSSIONS pixel intensity, to produce a color-aware time-series.

We outline below some of the lessons learned from our over

| . . .
project leading to possibilities for future work. a{/lsual analytics vs. fully automated strategies:Before adopting

a visual analytic approach, we evaluated a fully automated method
8.1 Lessons Learned of stitching. A string-based physics model, where the similarity
The working model of thédeshredderdescribed here was arrived_begger:fsn tthhee;It?::(;ﬁggerierggﬁ:erxggotqe%f ;v%/%ﬁgwasﬁtre: dzgr;(ijr?w ;gz;e
%gﬁ;?atrilgrr]nsbe;cs)f &fg:%%%'si;e?ﬁew;;g;rle%gﬁpe%ggxgg(g &S'9he aim was to automatically reduce the distance between neighbor-
by comparing the boundaries of two image fragments and inferring /€4S and increase the distance between non-neighbor shreds. This
best possible matches based on their similarities. Recall that t duces a multi-level interaction between image shreds and to prop-

matching process was implemented by modeling the boundaries %gy de ne such interactions, similarities should be recomputed as

time series (Section 5) and then nding the best possible matchd¥® combine image shreds into subunits. As the number of initial
based on a modi ed Euclidean distance. Shreds is quite large, the number of comparisons required at each

level quickly grows exponentially. This method further necessitates
; P _the similarity measures to have high delity. The visual analytic
Choice of fragment encoding: There are a number of ways de pproach oDeshreddethowever can tolerate a high degree of dis-

scribed in the literature [16, 37, 24] for converting a image boundar rtion in matches and the matching process can be done only for the
into a time series. One approach that we initially attempted wa it of shreds. thus being com uta%ignall more tractable y
to encode the image boundary as a time series based on the ra %’I y 9 p Y :

distance of the boundary from the image center. However, a nuni- erface Design: For the interface we started with the “long mode’
ber of the image shreds were rotated [1] and hence rotation invariaﬁjlr;g?edgfggg, \é'gl‘gst% ?Jr;:rsteor' foHcﬁ\éV%\?leIh;viJﬁilrﬁepdie%gliﬁglréhﬁlt
strategies [16] were necessary. To understand the performatigs of . f . N i
strategy in comparison to our model of time-series extraction we d%n;%éh%netggsé?gﬁty]gfdgl652?;9‘3‘231; Sr‘slr}lqt?pflemﬁe(tzg(:nxgr? deTtic())?wes
scribe the results of the said strategy on a sample image in Figure 1o. . . b= . h
Theblueimage matches thexd ima%z/e exactly alloong a goundagr]y as Very quickly. After debating a number of possibilities for integrating

shown in the Figure 16 (left). Figure 16 (right) shows the best pIaceI-hese two modes such as a separate window, a pop out, or a window

ment of the time series for the matching part of the two images, confv'lay, we decided on the nal design based on expert user sug-

puted as described in [16].The dissimilarity of these time-series f(ﬂesnr??r?t' Inr t?ed5|m|I?r|tyhmtatrk|]x \z/;md thenc?lt)rn(ir}ooiernva/ef deicuﬁﬁ
perfectly aligned pieces as seenin the gure, indicates these methogs, & egrated approach (o have a consistent look and teel of the

as unsuitable for use as a similarity measure. software.
8.2 Future Work

Deshreddetbrings together the elds of time series representation,
computer vision, and visual analytics to assist users in reconstruct-
ing shredded documents. It is our intent to further dev&ephred-
derinto a complete problem solving environment for reconstructing
shredded documents. One of the most important aspects of the sys-
tem is creating good metrics to choose and evaluate matches. We
would like to evaluate and develop metrics to further improve the
suggestions that the algorithm makes. A second area which we de-
sire to address is the need for a rotationally invariant matching. Our
current techniques focus on the vertical edges only, and developing
a rotationally invariant matching algorithm would enable us to pro-
vide more effective matching for differently shaped shreds as well as
avoid the straightening step. Also, akin to Digistrips [2], a gesture
and touch-screen driven interface for assisting air traf ¢ controllers

Figure 16: Matching edges using the time series modeling approa#hschedule management, we aim to evaluaéshreddenon a large

of [16]. high de nition touch screen display and evaluate touch-based and

. L . . gesture-based techniques for user input. Finally, we would like to
This lack of accuracy in similarity detection could be attributed tq:5 4,0t a complete user study and articulate usability concerns.
the difference in scales of the two images. Scale dissimilarity leads

to radial distortions and if such differences in scales are appreciablg, concLusion

the increased dissimilarity between two such time series will lead th t tic deshreddi fd i K ful t
nearest-neighbor algorithm to reject the shred in favor of a possibfel/tomatic deshreading of documents makes a poweriut argumen
Qr a visual analytics strategy, as we have shown hédeshred-

non-matching but similarly scaled shred. A scale invariant approa : P o
was outlined in [37]. However, this method incorporates additionafc! combines the advantages of automated methods (in identifying

computational complexities. Our proposed method of abstractir?OSSiIOIe matches) and enables user input (to drive the reconstruction
out the vertical edges is scale- and rotation- invariant in the sen8E0c€Ss). Our goals in this paper were to articulate the many de-

that the gures in the DARPA Shredder Challenge appeared tgd" decisions that we have made along the way and catalog them so
be shredded in average in a rectangular manner. Furthermo at others working in this space can build upon these strategies. As

comparison of such vertical edges is relatively faster as the possiqﬁéE explore larger shredding puzzles usbgshredderwe believe

orientation space has been reduced to 4 combinations for a pair OF N€ed for interesting problem solving strategies would become
shreds paramount, which will hopefully spur more research into visual ana-

lytic methods.

Fragment matching strategy: Reconstruction of original images A -y owLEDGEMENTS

from the shred was found to be sub-optimal when the time-series™. ; ]
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result in a reconstruction where the edges are non-continuous with
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